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Disclaimer:

SRS document is generic in nature, vendor neutral and technology independent. Whenever any material or article is specified o r described by the
name of any particular brand, manufacturer or trade mark, the spe cific item shall be understood as establishing type, function and quality desired.
Products of other manufacturers may also be considered, provided sufficient information is furnished so as to enable the owne r to determine that
the products are equivalent to those named.

HARDWARE SPECIFICATIONS:

1) INTRODUCTION

The scope of the vendor is to supply, install and commission all necessary hardware associated software, all switches, backup servers, tape drives,
local area network at data center , Disaster Recovely Center and at identified utility offices.

The vendor has to design a suitable data center to cater the need of the utility. The purpose of this section is not to speci  fy size and capacity of
equipment but to lay down the design philosophy of the data ce nter. The vendor has to select the suitable hardware so that it meets the
performance criteria specified in the contract. In case the offered hardware does not satisfy performance criteria as specifi ed in clause-9, Section
G1 and other sections the vendor has to provide additional equipments or upgrade the equipments without any additional cost to owner.

The vendor should provide the detailed specifications of equipment, design calculation, server sizing to satisfy the owner. A s the designing of the
data center and meeting the performance criteria is the responsibility of bidder the approval of drawing and design calculations do es not absolve the
vendor from it ds etingshe perfosmaice $tandangd. Inochse offered design of data center is di fferent than the design philosophy
laid down in the document the vendor should clearly brought out the deviations and demonstrate the offered solution is superi  or to the prescribed
guideline and all necessary literature documentation shall be provided by v endor to support his claim.

Briefly the various activities involve the supply, installation  and successful commissioning of -
e Servers, Work station PCs at Data center, Customer care centers, Sub division, Sub Station, division, Circle, Head Quarter and an y other office
of the utility as per their requirement
Operating Systems at Server/ Desktops,
Data Base- Oracle/MS SQLMY SQLDBZInformix/Sybase or any other RDBMS confirming to ANSI/ISO SQRO00Nn standards
Applications
DC LAN switches, Antivirus, NMS, DS, Firewall / Backup Solution etc.
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e Creation of LAN at datacenter, Customer care centers, Sub division, division, Circle, Head Quarter and any other office of th e utility as per
their requirement

Creation of VPN/ MPLS WAN

WAN equipments and bandwidth for connectivity

IP Telephony along with IP phones

Overall operation and maintenance support for DC LAN and WAN.

Dedicated manpower for administration, troubleshooting and managing the whole set -up.

Call Center and all associated hardware and software

Enterprise License of all hardware software provided under this contract

Integration of the entire infrastructure

The datacenter shall be connected to different utility offices through a router which is connected to VPN/MPLS cloud of the s  ervice provider.
Normally the clients at the utility offices are trusted client however the core switches offered shall have provision of integrat ed firewall, intrusion
detection system and network analysis module.

The data center shall also be connected to web portal of util ity which is connected to public access internet service for providing web based support
to their customer. All necessary hardware, software including router and firewall for the web portal and its development is in the scope of the
bidder. For the purpose of calculating the maximum loading on web server, the bidder may consider 0.1% of total consumer base of the utility may
access this facility at any point of time with a rise of 7.5% per year for next 5 years.

The Data Centre architecture & design shoul d be driven by the principle of energy consumption optimization. Given the fact that data centers are
becoming more and more power hungry, it is important for utilities to be an example for its consumers. The data centre archit ecture and design
should consder various factors including server and storage consolidation / virtualization for a cost effective and energy efficient so lution. The
computing equipments and systems in the data center should comply to SpecPower_ssj2008, TPC or equivalent standards.

The Data Centre will be connected to the Customer Care Center (proposed to be near the Data Centre) with Gigabit Lan which sho uld terminate in
the Core Router at the Data Center. Entire data center design including all relevant components, layouts etc would  be supplied by vendor.

2) LOCAL AREA NETWORK

The scope of work involves supply, installation, testing and commissioning of Local Area Network including Switches and other related equipments
for Data Center, Customer care center , Sub division, division, Circle, Head Quarter and any other office of the utility as per their requirement. The
LAN shall be used to connect all servers, networking equipment & Users at the relevant location.

In respect of all offices other than data centre and customer care centr e, the network equipments should be installed in the suitable wall mount
rack.

LAN design should be based on following requirement:

Page4 of 112




TAMIL NADU ELECTRICITYBOARD
SRIPDOCUMENT(SECTIONG3) FORAPPOINTMENTOF IT IMPLEMENTATIONAGENCY

It is planned to provide network non -blocking, congestion less and with high bandwidth availability to handle priority traf  fic, network reliability of
99.99%. The network equipments shall be scalable in terms CPU, Memory, additional Bandwidth throughput, etc as specified in t he technical
specifications below &

LAN Network setup should be planned for high-speed connectivity to the servers, with non -blocking design, can handle congestion of traffic and
manage the bandwidth available during peak load.

The network equipment shall be highly reliable providing 99.99% uptime and ensuring availability of the network of 99.99%. Th e reliability should be
provided at the levels including cabling infrastructure, active components, on link level, redundant cabling. The bidder shal | identify the point of
failures in active component; define multiple logical paths, load balancing and QOS imp lementation.

Reference Standards for Ethernet Switches/Routers/Firewall/IDS (IPS/NIDS/UTM)as applicables hal | comply wi th f ol |l owi
accordingly for features specified against each of them in these specifications.
IEEE 802.3 10B8aeT specification IEEE 802.3u 100BaseTX specification
IEEE 802.3x full duplex on 10BaseT, 100BaseTX| IEEE 802.3z 1000BaseX specification
and 1000BaseT ports - 1000 Base SX; 1000 Base LX
IEEE 802.1Q VLAN IEEE 802.1D Spanningree Protocol
IEEE 802.D class-of-service (CoS) prioritization IEEE 802.1p to DiffServ Mapping
IEEE 802.3ad or equivalent RMON
IETF DiffServ based QoS (RFC 2474, 2475) All 64 DSCP (DiffServ Code Points)
SNMP support including support for SNMPv3 RFC 1213 (MIBI)
RFC 1493 Bridge MIB) RFC 2863 (Interfaces Group MIB)
RFC 2665 (Ethernet MIB) RFC 2737 (Entity MIBv2)
RFC 1757 (RMON) RFC 1157 (SNMP)
RFC 2748 (COPS) RFC 2940 (COPS Clients)
RFC 3084 (COPS Provisioning) RFC 2570 to RFC 2576 (SNMPv3)
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RFC 2338 (VRRP) RFC 1058 RIP v1)
RFC 1723 (RIP v2) RFC 2178 (OSPFv2)
BootP / DHCP Relay BGP4

References and standards for Structured Cabling system -
e Commercial Building Telecommunications Wiring Standards ANSI/TIA 568B.1, General requirements, May 2001
e Commercial Building Telecommunications Wiring Standards ANSI/TIA 568B.2, Balanced Twisted Pair Cabling Components, May 2001
e Commercial Building Telecommunications Wiring Standards ANSI/TIA 568B.3,0ptical Fiber Cabling Components standards, April 2000
e TIA/EIA -569 - Commercial Building Standard for Telecommunications Pathways and Spaces.
e TIA/EIA 6606 8 Administration Standard for the Telecommunications Infrastructure of Commercial Buildings
e International Standards Organization/International Electromechanical Commission (ISO/I EC) DIS 11801, January 6, 1994.
e Underwriters Laboratories (UL ®) Cable Certification and Follow Up Program.
e National Electrical Manufacturers Association (NEMA).
e American Society for Testing Materials (ASTM).
¢ National Electric Code (NEGC®).
e Institute of Elec trical and Electronic Engineers (IEEE).
e UL Testing Bulletin.
e American National Standards Institute (ANSI) X3T9.5 Requirements for UTP at 100 Mbps.

3) VPN/ MPLS WIDE AREA NETWORK

The bidder is required to design, procure and implement the WAN Backbone, capab le of carrying data and voice and shall provide connectivity to
WAN backbone through secure VPN tunnelvia MPLS/VPN cloud.

The bidder shall procure and supply all Netwo rk components (Active as well as passive), security system and software etc. as per requirements of the
technical specification. The detail specification of the VPN solution shall be as follows :-
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3.1 General Guidelines -

The overall solution of WAN proposed by the bidder shall comply with the general guidelines, as well as those specified by Gol from time to time to
ensure seamless inter operability and interconnectivity. Any WAN Network of Central or State Government may also be used for  this project, subjec t
to availability of spare capacity, technical feasibility and permission from requisite authority. These guidelines require WA N to adhere to the
following:

a) WAN shall be a TCP/IP based network on a highperformance packet forwarding technology that integra tes the performance and traffic
management capabilities of data link layer (Layer 2) switching with the scalability, flexibility, and performance of network -layer (Layer 3)
routing.

b)  The WAN will be built to incorporate any open standards available as per O pen Systems Interconnection (OSI) model. The network should
support seamless transformation and integration of protocols.

c) The WAN has to upgrade the network infrastructure/software to support new protocols adopted by Internet community as a contin  uous
process. For example, migration from IPv4 to IPv6 as and when the transition is required.

d)  WAN must use the hardware devices, such as Internet routers, terminal servers, Internet systems that interface to Ethernets,  or datagram-
based database servers, which suport open standards and have open Network Management System (NMS) support for monitoring,
configuring and measurement of the network resources.

e)  WAN network equipment should have Ipv4 and IPv6 features.

f) WAN shall have the capability to run IP routing proto cols like OSPF (Open Shortest Path Find) version 2, OSPF v3, RIP v2, RIPng, OSPF over
demand circuit, IS -1S, BGP4.

g) WAN may run any routing protocol (like OSPF, BGP) depending on the individual design criteria of the WAN. It is mandatory tha t the
network should allow interaction between multiple routing protocols for keeping a unified network reach ability table across the countr y.

h)  While two routing protocols are interacting to exchange routing updates, there should be the capability to selectively filter certain routes
for security reasons.

i) The WAN should be capable to provision IP multicast based services. The same would require the capability of running industry standard IP
multicast protocols like Protocol Independent Multicast (PIM) Sparse Mode and Dense Mode, Multicast OSPF (MOSPF), multicast BGP (MBGP)
and DVMRPor equivalent.

)] WAN should have the multicast group management capability through Industry standard protocols like Internet Group Management Protocol
(IGMP) version 1, 2 and 3.

k)  The voice networking of WAN should be based on IP and should be designed in such a way that a central call processing system is able to
service phones at remote locations. WAN should have the voice conferencing solution deployed based on industry standard proto cols.

) All communications happening over the various links within the WAN should be encrypted using standard protocols like IPSec, 3DES & AES to
ensure highly secure communication.

m)  WAN should have adequate device for performing intelligent packet filtering, URL filte  ring, context based access control, blocking of
malicious contents to maximize security.

n)  All equipments proposed shall ensure optimum throughput to take care of the connectivity requirements of the network includin g minimum
bandwidth requirement and scalab ility in bandwidth.

0) All networking equipments proposed shall support SNMP.
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p)  The routers at Data centre shall have the provision for connecting to DR site in case the same is established at a later date
q) The capacity of the links at various tier of WAN will be up gradable subject to actual usage and utilization for the particular channel. The
Bidder shall be responsible for regular monitoring of bandwidth utilization and generating reports at regular interval.

3.2 WAN at Data Centre, NOC and Utility HQ

The Data Centre is the base and starting point of the network , hence a primary component of the WAN backbone. As the NOC at data  Centre shall
hold the core interconnecting routers and critical servers of WAN, the availability of this Network operating centre is highly critical. Failure of any
components in this centre would bring down the entire network. So, the design of the Data Centre along with the NOC should me et the high
availability requirement. Usage of MPLS/PN has been envisaged in the SRS as primargommunication media for WAN(connectivity between all
branch offices and Data Center). The MPLS VPN connectivity at data center end would have redundant path from the ISP and the total aggregated
Bandwidth will be assessed based on total requirement. The redundant link should be in active -active cluster fail over & load balancing mode.

e  Utility HQ offices (proposed to be near the Data Centre) would be connected to the Data Centre through a existing Gigabit fiber optic
network and terminated at Gigabit interface of WAN Core Router

e Data Centre will be connected to Internet through a minimum 10 Mbps Internet gateway from two different ISP on active active cluster
failover and load balancing mode. The Internet link should be terminated in a separate Internet router.

e Data Center will be connected to the MPLS-VPN core cloud with minimum of 20Mbps of MPLSVPN link primary, 20 Mbps of MPLSVPN link as
secondary with load balancing and f ail over mode. Out of which 10 Mbps of each will be dedicated connectivity between Data Center and
Disaster Recovery Center for data replication. The connectivity shall work bandwidth allocation based on demand.

e The Data Centre shall have facilities for ¢ onnecting to Utility HQ, all the remote utility offices in Circles, divisions, Sub divisions etc. as per
the requirement of utility and all the Customer care centres.

e ltis required to have proper segregation between the WAN network, Internet servers, WA N Intranet servers, Internet and local area LAN. All
the different sections of the network would be segregated through a Firewall system.

e DNS server shall be configured for serving the Intranet users and name registration of Intranet Equipments. All compo nents in the Intranet
shall have a DNS entry.

e Firewall, NIDS, & Antivirus Gateway shall be implemented in such manner that Network shall have greater level of security fro m
inside/outside traffic.

e VPN Gateway shall be implemented to cater the requirement o f VPN access from different department or offices. VPN access shall be given
on the basis of access rule defined for this.

3.3 WAN for all other offices including  Circle, Division, Sub-Division, Section offices etc. -

e  There will not be any connectivity in office hierarchy. All connectivity of distant locations will be directly to the Data centre. The proposed
network has to be on a minimum 512Kbps MPLSVPN connectivity. The various offices like circles, divisions , sub-division, section and various
other off ices as per the requirement of the utility will be connected to Data Centre via MPLSVPN cloud of the Service Provider. The uplink
WAN connection will terminate in a networking device, which will be connected to the switch via security equipment, which wil | ensure the
fully secure enterprise VPN. There will no back -up connectivity requirement for these offices.
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3.4 Authentication:

RADIUS, including Challenge/Response
LDAP

Native local user database

Active Card (RADIUS)

3.5 Encryption:
e IPsec (AES)

3.6 Granular Auditing and logging

User sigrrin and sign-out

Session timeouts, including idle and maximum length session timeouts

User file requests, uploads, downloads, etc.

User connects and disconnects via clientless telnet/SSH f unction

Web requests, every HTML request. Java Applet socket commands, etc.

Bytes transferred for client/server application requests

The SSL VPN box should log for : User/admin authentication success /failure, access

Number of simultaneous users at each one hour interval (logged on the hour), gateway address, session ID, session time, and cause of
termination, Any changes to the system, Session timeouts, including idle and maximum length session timeouts

3.7 End point security: (This facility would be deployed as and when required)
e Native Host check before permitting access to the resources including without having any preloaded agent on the end point PC.
e Pre-Specified checks such as Antivirus update, Spyware, Ports check, process check, File check, Registry check, Software version check
like antivirus version and custom checks based on user flexibility.
e Authentication parameter including username password, digital certificates, RSA token.

3.8 Access Privilege Management

e The SSL VPN should permit access to a user based on :
Dynamic Authentication: Source IP, Network Interface (internal/external), Digital certificate, Endpo int Security - Host Checker/Cache
Cleaner, User Agent (Browser), Sign-in URL SSL version and cipher strength (global)
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3.9 Role Definition: The following can be used to determine the identity of the user:
U  User name
0  User attribute(s)
0  Certificate attribute(s)
0 Groups (static, dynamic)
e Role Mapping based on Simple expressions (AND Based) combining identity plus restrictions:
U  Source IP
Digital certificate
Endpoint Security - Host Checker/Cache Cleaner
User Agent (browser)
Time of Day
Login Time Authentication Type (e.g. dual factor)
Network Interface (external/internal)
¢ Role mapping rules can by dynamically or periodically evaluated upon administrator's configuration changes and upon demand

[ onti enc i e e ot O et

3.10 Performance, High Availability and Scalability -

e The SSL VPN solution shald support hardware -based SSL acceleration for RC4, 3DES and AES encryption.

e The SSL VPN solution should support software based compression for all traffic (HTTPS, HTTP, ftp, file, client/server application)
enabling rapid response times even at very high concurrent user loads.

e Support for High Availability of SSL VPN appliance.

e The SSL VPN units that are part of a cluster communicate session and database information among them for stateful failover.  Stateful
synchronization should be done for configurati on, policy, profile, and session.

3.11 Single Sign-on

Standards-based interface for extensive integration with password policies in directory stores (LDAP, Active Directory, NT, etc.)
Ability to pass user name, credential and other customer defined attributes  to the authentication forms of other products (HTTP POST).
Ability to pass user name, credential and other customer defined attributes as header variables
Cookie Based, Basic Auth (W3C)
Support for multiple host names from the same appliance, as well as support for multiple customisable sign -in pages.
Modes of operation Clientless @rowser based
Client : For client server access
e Full Network access should also be supported with end point security.
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4) IMPLEMENTATION PAN

For redundancy configurations in the cabling setup, it should be noted that each server will have two network connections con  nected using standard
patch cords to the same rack which would have either a patch panel, / I/O outlet, or a switch. From that particular switch / patch panel/ I/o outlet,
there should be 2 connections going to at least two different network switches that are located in each row. This will mean t hat there are dual cable
paths from the server, to the network switches in each row, a nd from the network switches to the core backbone also. This would ensure a high level
of cable redundancy in the setup.

The UTP cabling for Gigabit and normal 100 MB Ethernet should be Cat6 cabling to connect the servers & other access points wi th Core switches.

e Al network drops will be a dual drop of Category 6 rated cable. This configuration will support current application and pres ent an additional
growth capability.

e The network drops will be terminated in compliance with Category 6 or higher specific ations to two RJ45 jacks and labeled with IDF No.,
Panel No. (where applicable) and jack ID numbers.

e All cable that runs back to cable telecom closets will be terminated on a Category 6 rated patch panel, clearly labeled for each jack.
e The cabling contractor should provide cable certification reports and warranty statements to verify each Category 6 drop.

e Copper/UTP Category 6 cable runs exceeding 295 feet will be deemed unacceptable, as they would be out of specification withr  egard to the
EIA/TIA 568x specification.

e The maximum permitted horizontal di stance is 90 meters (29 5étchcablest h 10
jumpers cords, etc. (Total maximum length not to exceed 100 meters).

e Horizontal cables are Category 6 or (XL-7) or higher rated 4 -Pair /100 Ohm UTP cables.

Copper cabling must have all four pairs terminated and pairs must not be split between jacks.

Required Installation Practices To Be exercised By The Contractors -

General

e Cable and cable bundles will not be attached to any electrical wiring or light fixtures, nor will its vertical deflection allow it to come in
contact with ceiling grids, HYAC mechanical controls, fluorescent light fixtures, or drainage line piping.

e All cables terminating at the dist ribution frame will be vertically straight with no cables crossing each other from twelve inches the ceiling
area to the termination block.
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e All MDF/IDF tie and station cable bundles will be combed and bundled to accommodate individual termination block row s. Each cable or
cable bundle will be secured to both the distribution frame and the structure to which the frame anchor points placed a maxim um of nine
inches apart starting at the center of the top of the termination block.

e For any given MDF/IDF, a horizontal and vertical alignment for all mounting hardware will be maintained, providing a symmetrical and
uniform appearance to the distribution frame.

Contractor will firmly secure any surface mount device, including station cable termination plates/jacks.
MDF/IDF, station cables, and tie a cable refers to distribution frames and cabling located inside the building as defined ina  ny scope of work.
All station cables in offices or work areas will be installed behind the wall or inside provided floor or duct ch annels.

e Station cables will terminate on jacks as per the system requirements or specified by owner. All terminations will be made to Category 6
standards. It is the responsibility of the Contractor to understand and comply with these requirements.
e |IDF/MDFtermination racks and panels will be mounted vertically or horizontally (if any required) with a uniform spacing between each row

of panels and jacks. Cable management will be mounted on the top, sides, and front as required to provide a symmetrical, aest hetic, and
professional appearance of the frame

All Node Desk Top Station Cables shall meet the following criteria :

e Category 6 Plenum cables will be installed for all interior environments.

e All patch and station will be terminated on  Category 6 rated RJ45 jacks.

e All patch and station cables will be kept to a minimum length in order to keep the channel distance within the 100meter speci fication, as set
by the EIA/TIA.

e All data cable installations shall meet Category 6 Standards from the originat ing IDF to the furthest remote cable termination point.

Supplemental Equipment

Supplemental equipment refers to the different types of hardware, brackets racks and attachments required installing the cabl ing in the Data center
complex distribution system per these specifications.

e All IDF/MDF wall mount racks shall include at minimum:
0 Vertical front and back cable management along watch side of rack
U Horizontal cable management at top of rack and every 48-72 jacks, or 72 port panel , thereafter.
0 Horizontal rack-mount surge protector including 12ft. cord for standard household 220V/15A power, On/Off switch, circuit breaker, and
minimum 6 standard Multipurpose AC outlets. (To be installed in racks housing electronic equipment.)

e All IDF/MDF floor mount racks will include at minimum :
U Secure attachment to building floor at bottom
0 Secure attachment to wall via ladder attachment to rack
0 Vertical front and back cable management along each side of rack
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U Horizontal cable management at top of rack and every 48 -72 jacks, or 72 port panel, thereafter.
0 Horizontal rack -mount surge protector including 12ft. cord for standard household 220V/15A power, On/Off switch, circuit breaker, and
minimum 6 standard Multipurpose AC outlets. (To be installed in racks housing electro nic equipment.)

e All IDF/MDF floor mount racks will include at minimum:
0 Access for mobility and service needs.
Leveling feet/pads for stability when not being serviced
Vertical front and back cable management inside each rack
Adequate ventilation mechani sm, including top -mount exhaust fans
Horizontal cable management inside of and at top rack and every 48 -72 jacks, or 72 port panel, thereafter.
Horizontal rack -mount surge protector including 12ft. cord for standard household 220V/15A power, On/Off switch,  circuit breaker, and
minimum 6 standard Multipurpose AC outlets. (To be installed in racks housing electronic equipment.)

[ et et et ent-R e

Miscellaneous

e  The Contractor will provide a complete and final location table and spreadsheet indicating all wall jack locations in cluding the following
information: jack numbers, room number, wall orientation per jack number North, South, East, or West, or Power Pole if applic able),
landmark orientation and distance. Cable Installation through the floor will be released to meet appli  cable codes.

e The cabling system is not considered Category 6 complaint unless all cabling components satisfy the requirements for Category 6 UTP

installation practices and certified.

All UTP shall be installed according to the TIA/EIA standard regarding c olor codes, labeling and documentation.

The amount of untwisting when terminating Cat 6 jacks or panels is according to EIA/TIA parameters for Category 6 installatio ns.

The bend radii should not be less than the specification set by the EIA/TIA for Categor v 6 installations

Conduit or duct may be required for some projects. Any wire molding required shall be of the non  -adhesive-backed type using metal

fasteners for attachment. Wall molding must be installed for all exposed cabling in marked areas.

Upon completion, the Contractor will provide the following documentation:

1. A document indicating the MDF and IDF cable count assignments.
A Test results of all cable plans and distances between MDF, IDF, and MDF/IDF to Station Termination locations.
2. An updated cabling location table indicating:
A Cable drop label/ldentifier
Location of each drop by room number/location point.
Location of each drop by north, south, east, or west wall, or power pole where applicable
Location of each drop by orientation/permanent landma rk in the room
A corresponding crossreference for each drop identifying the source IDF/MDF identifier
A corresponding crossreference for each drop identifying the source IDF/MDF building(s)

> > >
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A corresponding crossreference for each drop identifying the source IDF/MDF floor

A corresponding crossreference for each drop identifying the source IDF/MDF room number

All information contained in the cabling location table will be delivered to owner via both hard -copy/paper and electronic format.
One hard copy of each updated cabling location table will be pasted in the location -wiring closet (IDF/MDF), attached to or inside
the rack or enclosure.

All documentation becomes the property of owner.

All document costs must be itemized and included in the quoted price for each project.

3. Anupdated floor -plan providing visual identification of the drops or IDFs added for the installation (s) at the site :

> > > >

A Owner will provide, where/when a available, a floor -plan for the purpose of updating owner drawings.

A If a floor -plan does not exist for a site, contractor should create a reasonably accurate hand -drawn floor fplan of the building

and floors to be affected by the installation, attaching accurate dimension and orientation markings.

Fiber Optic Installation Re quirements

The fiber cabling pathway should be provided by a dedicated duct system/ Fiber Protection System so as to provide safe and pr otective method for

routing & storing fiber patch cords, pig tails, & riser cables, fiber distribution frame panels, te rmination equipments, etc.

e Fiber optic cable shall be tight -buffered construction, all dielectric, with no metallic components of any kind. Outer cable sheath
construction will be of NEC 8300 Rated OFNP (PLENUM) JacketFlame retardant material.

e Each buffer tube within a cable must be color coded with none of the same colors appearing in one cable. Each fiber within a buffer tu
must be color coded with none of the same colors appearing in the same buffer tube.

e Jumpers will be premium performance two -fiber dual sub-unit cable, OFNR or OFNRIassified round type for routing inside cabinet spaces.

Terminations/ Connections / Splicing

e Entire cable runs will be installed in one continuous length from bulkhead connector to bulkhead connector, including coiled loops, without
splices or repairs.

¢ Individual mated connector pair loss will be less than or equal to 0.20 dB.

e All fiber distribution panels will have plastic dust caps on each unused fiber termination.

e Multimode fiber patch cables will be terminatedwith 6 ST&d connectors and in accordance with

e Bulkhead distribution cabinets must have phenolic labels showing cable numbers and far end location for each cable terminated  in the
cabinet.

e Aerial installation of fiber optic cable shall be avoi ded

e Cable installation shall meet all manufacturer specifications for tensile loading, bend radius, and vertical rise. All pulls involving a winch

must be monitored for tension and cannot exceed the maximum tensile rating.

be
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e Lubricants may be used to facilit ate pulling of cables but the lubricant must not be harmful to the cable, the raceway or humans.

e A swivel-pulling head must be used on all pulls to prevent twisting of the cable as it is pulled into place.

Fiber-optic cable and inter -ducts installed in a cable but the lubricant must not be harmful to the cable tray should be fastened to the tray
with UV resistant tie wraps at loft intervals.

Each time a cable enters a cabinet or junction box it must be securely tied down with cable ties.

No individual exposed fibers will be permitted.

Cable entrances into equipment or cabinets must be protected with insulated bushings or grommets.

A minimum of ten feet of extra cable should be coiled as a service loop at the end of each run.

Two, one-meter lengths of cable, cut from each reel of cable supplied, will be provided to owner as permanent retention samples. These
samples are to be neatly tagged with the manufacturerds cabl e

number
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5) Cabling System and Component Specifications

Caegory 6 (XL-7) UTP , 4 Pair (High Performance ) cables shall extend as per the layout requirement of the Data Center & Disaster recovery Center
shall consist of 4 pair, 24 gauge, UTP and shall terminate on 8 Pin modular jacks provided at each outlet.

Cable jacket shall comply with Article 800 NEC for use as a Plenum or Non Plenum cable. The 4 Pair UTP cable shall be UL and C Listed Type of CMP
Plenum or CM nonplenum cable. The high performance category6 UTP Cable shall be of traditional round design with Mylar Separator tape between
pairs 2/3 and 1/4. The Cable Shall support voice, Analog Base band video/Audio/Fax, Mbps 10/100/1000BAseT Ethernet, Digital A udio, 270 Mbps
Digital video, and emerging high -bandwidth applications, including 1 Gbps Ethernet. Al | Category 6 high performance cables shall meet or exceed the
following;

Mutual capacitance 47.5 nF/m

Characteristic Impedance 1000hms(+/-3%) at 1-550Mhz
DC Resistance 9.83 Ohms/100m

Attenuation <33db at 250Mhz

Return Loss <17db at 250 MHz

UTP Cabling System

Type Unshielded twisted pair cabling system, TIA / EIA 568 -B.1 addendum
Category 6 Cabling system

Networks Supported 10/ 100 Ethernet, 155 Mbps ATM, 1000 Mbps IEEE 802.3ab Ethernet, and
proposed Cat 6 Gigabit Ethernet

Approvals

TIA/ EIA 568-B.1 ETL Verified

IEEE 802.3ab Zero-bit Error, ETL verified

Warranty 25-year systems warranty; Warranty to cover Bandwidth of the specified
and installed cabling system, and the installation costs

Performance Attenuation, Pair -to-pair and PS NEXT, ELFEXT and PSELFEXT, Rety

characteristics to be | Loss, ACR and PS ACR for-donnector channel
provided along wit h bid

UTP Cable

Type Unshielded Twisted Pair, Category 6, TIA/ EIA568 -B.2
Material:
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Conductors 24 AWG solid bare copper

Insulation Polyethylene

Separator Should be a cross filler. Any other filler type, like bi -directional strip
would not be acceptable.

Jacket Flame Retardant PVC

Approvals UL Listed
ETL verified to TIA/ EIA Cat 6

Operating temperature -20 Deg. C to +60 Deg. C

Frequency tested up to 600 MHz

Packing Box of 305 meters

Delay Skew 25ns / 100m MAX.

Impedance 100 Ohms + /- 15 ohms

Performance Attenuation, Pair -to-pair and PS NEXT, ELFEXT and PSELFEXT, Retl

characteristics to be | Loss, ACR ad PS ACR

provided along with bid

The Bidder shall provide & configure Distribution Frame consisting of Cat -6 Patch Panel adhering to International design & quality standards above
mentioned standards. Configuration shall be so structured so as to provide desired number of use r ports (as specified in Bill of Quantities). Cat -6
Patch Cords for patching active connections through Patch Panel shall be offered by the bidder.

Distribution Frame (Jack/Patch Panel) shall be 19" Rack mountable. Bidder shall include 19" Wall Box Rac k of suitable size (min.12U height) with key
lockable doors (for security reasons )for housing the panel and hub stack.

UTP Jacks
Type PCB based, Unshielded Twisted Pair, Category 6, TIA/ EIA 568 -B.2
Durability
Modular Jack 750 mating cycles
Wire ter minal 200 termination cycles
Accessories Strain relief and bend -limiting boot for cable
Integrated hinged dust cover
Materials
Housing Poly-phenylene oxide, 94V-0 rated
Wiring blocks Polycarbonate, 94V-0 rated
Jack contacts Phosphorous bronze, plated with 1.27micro -meter thick gold
Approvals UL listed
Performance Attenuation, NEXT, PS NEXT, FEXT and Return Loss
Characteristics  to be
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["provided with bid | |

UTP Jack Panels

Type 24-port, Modular, PCB based, Unshielded Twisted Pair, Category 6,
TIA / EIA 568-B.2

Ports 24, upgradeable to intelligent jack panel

Port arrangement Modules of 6-ports each

Category Category 6

Circuit Identification | Icons on each of 24-ports

Scheme

Port Identification 9mm or 12mm Labels on each of 24-ports (to be included in supply)

Height 1 U (1.75 inches)

Durability

Modular Jack 750 mating cycles

Wire terminal (110 block) 200 termination cycles

Accessories Strain relief and bend limiting boot for cable

Materials

Housing Polyphenylene oxide, 94V-0 rated

Wiring blocks Polycarbonate, 94V-0 rated

Jack contacts Phosphorous bronze, plated with 1.27micro -meter thick gold

Panel Black, powder coated steel

Approvals UL listed

Termination Pattern TIA / EIA 568 A and B;

Performance Attenuation, NEXT, PS NEXT, FEXT and Return Loss

Characteristics  to be

provided along with bid

Faceplates

Surface Mount Face Plate & Box with CAT6 Work Area Data 1/0 Outlet (RJ45) adhering to EIA/TIA-568-B2.1, ISO/IEC 11801(2002) and CENELEC
EN501731 (2002) specifications. The outlets ma y preferably have a spring loaded dust covers.

Type 1-port, White surface box
Material ABS /UL 94 \f0
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| No. of ports | One |

Workstation / Equipment Cords

Type Unshielded Twisted Pair, Category 6, TIA/ EIA 568 -B.2

Conductor 24 AWG 7/ 32, stranded copper

Length 7-feet for workstation and 3feet for ~ Jack panel /equipment

Plug Protection Matching colored snag-less, elastomer polyolefin boot

Warranty 25-year component warranty

Category Category 6

Plug

Housing Clear polycarbonate

Terminals Phosphor Bonze, 50 micron gold plating over selected area and gold
flash over remainder, over 100 micron nickel under plate

Load bar PBT polyester

Jacket PVC

Insulation Flame Retardant Polyethylene

Specifications for Fiber Optic Cabling Systems

Fiber optic Ca ble

Cable Type 24-core, Single Mode, Armored, Loose -tube, Gel filled
Fiber Type Single Mode, 9/ 125, 250 micron primary coated buffers
No. of cores 24

Armor Corrugated Steel Tape Armor

Cable Construction Type BELLCORE GR 20/ IEC 7914

Attenuation

@ 1310nm 0.45 db/KM

@1500nm 0.4 dB/KM

Tensile rating 1200N

Maximum Crush resistance | 3000N

Operating Temperature -40 Degree C to +60 Degree C

Cable Type 24-core, Multimode, OM3, Armored, loose -tube, Gel Filled
Fiber type - Laser Grade 50/ 125, OM3, 250 micron primary coated buffers
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No. of cores 24 corrugated Steel Tape Armor
Cable Construction BELLCORE GR 20/ IEC 791
Attenuation

@850nm 3.5dB /KM

@1300nm 1.5dB /KM

Bandwidth

@850nm 1500 MHzKM

@1300nm 500 MHzKM or higher

Network Support

10/ 100 Ethernet 2000m
155 Mbps ATM 2000m
1000 Base SX 900m
1000 Base Lx 550m
10G SR 300m
10G X4 300m
Tensile rating 1200N
Maximum Crush resistance | 3000N

Operating Temperature

-40 Degree C to +60 Degree C

Armor

Corrugated Steel tape Armor

Note: For Composite fiber optic cables, the above specifications for SM and MM fibers apply.

Fiber Optic Connectors

Connector Type

SGStyle, Simplex

Operating temperature

-40 Degree C to +85 Degree C

Durability & color

MM connectors

500 cycles, Beige

SM connectors

220 cycles, Blue

Ferrules

Pre-radiused Ceramic Ferrules

Attenuation

Not more than 0.75 dB per mated pair

SCOSC/ST Multimode patch

chord

Cable type

2 Core Multimode

Fiber type

Multimode 50/125 250 micron primary coated buffers
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No of cores 2 Cable construction Type PVC outer jacket

Attenuation @1310nm Return loss > 20 dB, Insertion loss < 0.3 dB, Factory test report
to be included with supply

Tensile rating 1200N

Maximum crush resistance | 3000N

Operating Temperature

-40 Degree to + 60 Degree

SCoSC single mode patch chord

Cable type 2 Core single mode

Fiber type Single mode 9/125 250 micron primary coated buffers

No of cores 2 Cable construction Type PVC outer jacket

Attenuation @ 1310nm 0.5dB max insertion loss aad 55dB Min Return Loss, Factory

test report to be included with supply

Tensile rating

1200N

Maximum crush resistance

3000N

Operating Temperature

-40 Degree to + 60 Degree

Fiber Optic Patch panels

Horizontal cabling located/layed under the access f looring in the well defined pathways using brackets/tray/cable tray of the slab floor. Cable hall

be armored designed (i.e. opt i cal fi ber

cable is wrapped in

MTP/MPO connecbrs providing pulling grip over the connector.

flexi

Fiber optic patch panel

19-inch, Rack mounted Fiber optic patch panel, upgradeable to
intelligent patch panel

Height 2 U, 3.5inches

# of fibers 24

# of OSP Cables for| Minimum 2

termination

Grounding 2 Nos. of earthing lugs, pre -loaded

Cable Management rings

Front and rear cable management rings, pre -loaded

# of 6-port [/ 12 -port
adapter plates

4/ 4 Max.

Fiber optic patch panel

Wall mounted Fiber optic patch panel

Dimension

12cmX10cmX38cm (HXDXW)

# of fibers

24

bl e a-fermimated usimg ar mo r
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# of OSP Cables for| Minimum 2
termination
# of 6-port / 12 -port | 4/ 4 Max.
adapter plates

Fiber Optic Adapter plates

Fiber Optic adapter plate 6-port, SC-Style, SM & MM
Attenuation Max of 0.75 dB per mated pair

Fiber Optic Patch cord

Fiber Optic Patch cord SGSC, SM &MM
Insertion Loss Less than 0.5db
Return Loss More than 50 db

6) Switches/Routers

All the Routers shall be of the same Make/manufacturer and all the switches shall be of the same make/manufacturers and shall be covered under same
back-up guarantee from the same OEM, to ensure full compatibility, inter -working and inter -operability.

The minimum no of switches offered shall be as follows
1) Core switch 82 No
2) Access Switchd2 No
3) Distribution Switch 62 No ( For local area network for internal uses)
4) Layer Il switch dAs per requirement in utility offices

6.1 Common to Core switch, Access Switch and Distribution switch

All switch chassis shall be modular & rack mountable. The chassis configuration shall provide to 3 free slots for future expansion after full port
module configuration and with redundant switch fabrics, control modules, CPU cards and its operating Software /Supervisors. The chassis shall
provide shared memory architectur e and hot swappable modules. The chassis should support interfaces for 100BASEFX, 10/100 BASETX,
10/100/1000BASET, 1000BASESX;LX, and long haul (-LX/LH, -ZX) full duplex.

All the ports on the Switch shall be offered with requisite connecting cables and Trans-receivers, if any for termination on Jack/Patch Panel.
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